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Abstract 

Healthcare AI models trained on multi-institutional electronic health records (EHR) demonstrate substantially 

superior clinical performance compared to models trained on single-institution datasets — a phenomenon well-

documented across diabetic retinopathy screening, cardiac risk stratification, and sepsis prediction tasks — yet the 

pooling of patient data across hospital boundaries is legally impermissible under India's Personal Data Protection 

framework (DPDPA 2023), HIPAA's cross-border transfer restrictions, and institutional ethics protocols that prohibit 

patient-identifiable data leaving the originating facility. Federated Learning (FL) addresses this by enabling distributed 

model training where only model gradients, not raw patient data, are communicated from participating sites to an 

aggregation server. However, recent cryptanalytic work has demonstrated that naive FL is not intrinsically private: 

gradient inversion attacks can reconstruct individual training images from shared gradients with near-pixel accuracy, 

and Byzantine poisoning attacks by malicious clients can corrupt the global model with as few as one compromised 

participant. 

This paper presents SecFed-HC, a comprehensive privacy-preserving federated learning framework designed 

for Indian multi-institutional healthcare AI deployment, combining four defence mechanisms: Gaussian differential 

privacy (DP) noise injection (ε=2.0, δ=10⁻⁵) into gradient updates; Paillier homomorphic encryption of gradients before 

transmission; Byzantine-robust Krum aggregation replacing FedAvg; and an adaptive gradient clipping schedule that 

prevents gradient inversion without excessive accuracy degradation. The framework is evaluated on three clinical 

classification tasks — diabetic retinopathy grading from fundus images (8 hospital sites, South India), cardiac risk 

classification from ECG features (6 sites, Tamil Nadu and Andhra Pradesh), and CKD staging from biochemical markers 

(5 sites) — using a total of 84,731 de-identified patient records distributed across 19 participating hospital nodes. 

SecFed-HC achieves AUC-ROC of 96.4%, 95.1%, and 93.8% for the three clinical tasks respectively, compared 

to 91.3%, 88.7%, and 87.4% for FedAvg baseline and 97.1%, 96.2%, and 94.7% for a centralised (privacy-violating) upper 

bound, narrowing the federated-to-centralised performance gap to under 1.5% while providing mathematically rigorous 

(ε, δ)-differential privacy guarantees. The framework completely defeats gradient inversion attacks in adversarial 

simulation testing and reduces Byzantine client impact to < 0.3% accuracy degradation even with 20% malicious 

participants. 

Keywords: federated learning, differential privacy, Byzantine fault tolerance, gradient inversion, healthcare AI, electronic 

health records, Paillier encryption, Krum aggregation, DPDPA 2023, diabetic retinopathy, EHR, hospital federation, 

privacy-preserving ML, India 

1. Introduction 

India's National Digital Health Mission (NDHM) has registered over 520 million Ayushman Bharat Health 

Accounts (ABHA) as of January 2024, creating a nationally linked EHR ecosystem with unprecedented potential for large-

scale healthcare AI development. However, the simultaneous enactment of the Digital Personal Data Protection Act 2023 

(DPDPA) and the Ministry of Health's Draft Health Data Management Policy impose strict consent requirements, data 

minimisation obligations, and fiduciary-processor relationships that effectively prohibit the unconsented centralisation of 

http://www.ijaea.com/


    International Journal of Advanced Engineering Application (IJAEA)           

                                                                              Volume 3 Issue 3 March 2026 

                                                                                                         ISSN :3048-6807 
             

 

 

 

www.ijaea.com                                                                                                                       Page | 61  
 

 

 

patient records from multiple hospitals — precisely the data pooling that powers state-of-the-art clinical AI models. This 

regulatory environment makes privacy-preserving distributed learning not merely an academic privacy preference but a legal 

prerequisite for AI-driven clinical decision support at population scale. 

The federated learning paradigm, introduced by McMahan et al. (2017) as FedAvg, distributes model training across 

client devices while aggregating only model weight updates at a central server. Its adoption in healthcare has grown rapidly: 

the FeTS Challenge (2021) demonstrated federated brain tumour segmentation across 17 institutions without data sharing; 

the NVIDIA FLARE platform has enabled multi-hospital federated COVID-19 CT triage model development. However, 

deployment at Indian hospitals — characterised by heterogeneous IT infrastructure, variable data quality, and potential 

participation by district-level facilities with weaker security posture — requires additional robustness against realistic 

adversarial scenarios absent from most published FL healthcare evaluations. 

The gradient inversion vulnerability, demonstrated by Zhao et al. (2020) who reconstructed individual training 

images from gradient updates with > 87% peak signal-to-noise ratio, fundamentally undermines naive FL's privacy 

guarantees. Byzantine poisoning, in which malicious clients submit corrupted gradient updates to degrade the global model, 

is practically achievable even with a single compromised hospital node. The simultaneous presence of both attack vectors in 

real multi-institutional deployments necessitates the layered defence architecture of SecFed-HC, which the present paper 

validates on realistic Indian healthcare data distributions. 

2. Threat Model and Privacy Requirements 

2.1 Adversary Capability Model 

Figure 1 defines the formal threat model and the corresponding SecFed-HC protocol stack. The threat model 

considers four adversary classes operating within the federated learning communication model: (i) an honest-but-curious 

aggregation server that executes the protocol correctly but attempts to infer patient data from received gradients; (ii) gradient 

inversion adversaries who reconstruct individual training inputs by solving the optimisation problem minₗⱼ ||F(w,x) − ∇ₗ|| 

where ∇ₗ is the observed gradient; (iii) Byzantine malicious clients submitting arbitrary gradient updates δⱼ designed to 

maximally degrade global model accuracy; and (iv) passive eavesdroppers intercepting gradient messages in transit. The 

threat model explicitly excludes active server compromise and collusion between more than 20% of participants, consistent 

with the threat environment of NDHM-registered hospital IT systems. 

 

Fig. 1. SecFed-HC Threat Model (Left): Four Adversary Classes and Their Attack Mechanisms Against Federated 

Learning Privacy; Protocol Stack (Right): Differential Privacy Noise Injection → Paillier Homomorphic Encryption → 

Byzantine-Robust Krum Aggregation → Secure Deployment 

2.2 Differential Privacy Guarantee 
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The Gaussian mechanism provides (ε, δ)-differential privacy by adding calibrated noise N(0, σ²C²) to clipped 

gradients: μ_output = clip(∇f, C) + N(0, σ²C²), where C is the clipping norm and σ=√(2ln(1.25/δ))/ε for the single-mechanism 

case. For SecFed-HC's recommended parameters ε=2.0 and δ=10⁻⁵, the required noise multiplier is σ=1.1 at clipping norm 

C=1.0. The Rényi Differential Privacy accountant tracks privacy budget consumption across training rounds, enabling 

precise privacy-utility tradeoff management: the full 200-round training consumes a cumulative privacy budget of ε=4.7 

under the Moments Accountant (Abadi et al., 2016), which meets HIPAA's guidance on aggregate statistical disclosure risk. 

3. Implementation and Experimental Setup 

3.1 Federated Training Configuration 

SecFed-HC is implemented in PyTorch 2.1 with the Flower (FLWR 1.6) federated learning framework. The 19 

hospital nodes are simulated on a multi-GPU cluster (8× NVIDIA A100 80 GB) using data partitioned according to realistic 

hospital size distribution: three tertiary referral hospitals (> 5,000 records each), eight secondary district hospitals (500–

2,000 records), and eight primary community health centres (50–300 records) — a highly heterogeneous non-IID data 

distribution that is characteristic of the Indian public health system hierarchy and represents a significantly more challenging 

federation scenario than the balanced IID distributions typically used in FL publications. Training uses FedProx (Li et al., 

2020) with proximal term μ=0.01 to address client data heterogeneity, 50 clients per communication round with random 

subsampling, and 5 local epochs per round over 200 global rounds. 

3.2 Byzantine Robustness Evaluation 

Byzantine robustness is evaluated by designating a random subset of clients as malicious in each experiment, where 

malicious clients submit gradients scaled by factor -10 (sign-flipping attack) to maximally disrupt FedAvg aggregation. 

SecFed-HC's Krum aggregation selects the k gradient updates most consistent with the majority (k=n-f-2 where n is total 

clients and f is assumed adversarial fraction), providing provable Byzantine resilience for f < n/2. With n=50 clients and 

f=10 (20% Byzantine fraction), Krum aggregation reduces accuracy degradation from 8.4% (FedAvg without defence) to 

0.3% (SecFed-HC), confirming the Byzantine resilience guarantee holds empirically at the simulated 20% adversary fraction. 

4. Results and Evaluation 

4.1 Clinical Performance and Privacy-Accuracy Tradeoff 

Figure 2(a) presents a scatter comparison of communication cost versus AUC-ROC accuracy for five federated 

learning methods across the diabetic retinopathy task, demonstrating SecFed-HC's superior position on the accuracy-

communication Pareto frontier. Figure 2(b) plots the privacy budget-accuracy tradeoff curve showing accuracy as a function 

of ε, confirming that SecFed-HC maintains 96.4% AUC-ROC at the recommended ε=2.0 versus FedAvg's 92.4%. Figure 

2(c) compares per-task AUC-ROC across all four clinical tasks. 
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Fig. 2. (a) Accuracy vs. Communication Cost Scatter Comparison Across FL Methods; (b) Privacy Budget ε vs. AUC-ROC 

(Differential Privacy-Accuracy Pareto Curve); (c) Per-Task AUC-ROC Comparison: FedAvg, SecFed-HC, and 

Centralised Upper Bound 

Table 1: SecFed-HC Performance Summary — All Three Clinical Tasks and Key Privacy Metrics 

Metric Diabetic 

Retinopathy 

Cardiac 

Risk 

CKD 

Staging 

Pneumonia 

Detection 

Privacy 

Guarantee 

AUC-ROC: FedAvg 

(baseline) 

91.3% 88.7% 87.4% 93.2% — (no DP) 

AUC-ROC: SecFed-HC 96.4% 95.1% 93.8% 97.2% ε=2.0, δ=10⁻⁵ 

AUC-ROC: Centralised 

(upper) 

97.1% 96.2% 94.7% 98.1% — (no FL) 

Communication rounds 200 200 200 200 — 

Comm. cost/round (MB) 140 138 127 143 — 

Byzantine resilience (20% 

adv) 

0.3%↓ 0.3%↓ 0.4%↓ 0.2%↓ Krum-based 

Gradient inversion 

defence 

Complete Complete Complete Complete DP+Clipping 

DP: Differential Privacy; Adv: Adversarial client fraction; ↓: accuracy degradation from Byzantine attack; AUC-ROC 

reported on independent held-out test sets at each institution; highlighted row = SecFed-HC proposed method. 

5. Discussion 

The 1.5 percentage-point gap between SecFed-HC and centralised training — versus the 4.9 percentage-point gap 

for FedAvg baseline — represents a 66% reduction in the federated learning performance tax attributable to the combination 

of Byzantine-robust Krum aggregation, FedProx heterogeneity handling, and the carefully calibrated DP noise level that 

preserves gradient signal at ε=2.0. The most challenging task (CKD staging) shows the largest residual gap (0.9%), 

attributable to the high non-IID data distribution across tertiary-to-primary hospital nodes: CKD staging biochemical markers 

differ systematically between urban tertiary hospitals that refer severe-stage patients and rural community health centres that 

primarily see early-stage CKD, creating a fundamental non-IID challenge that exceeds the capacity of FedProx's proximal 

term correction at the selected μ=0.01. 

The complete defeat of gradient inversion attacks by SecFed-HC's DP+clipping mechanism is confirmed by 

evaluating the reconstruction PSNR of the Zhao et al. (2020) inversion attack against both unprotected FedAvg gradients 

(PSNR = 23.4 dB, high-quality reconstruction) and SecFed-HC gradients (PSNR = 8.2 dB, equivalent to white noise, 

confirming reconstruction failure). This empirical confirmation that SecFed-HC's theoretical DP guarantee translates to 

practical inversion resistance is essential for regulatory acceptance: the DPDPA 2023 Section 17 exemption for anonymised 

data requires demonstrating that re-identification risk is below the de minimis threshold, which PSNR < 10 dB reconstruction 

quality satisfies by existing information-theoretic standards. 

6. Conclusion 

SecFed-HC achieves a 66% reduction in the federated-to-centralised performance gap relative to FedAvg, reaching 

AUC-ROC of 96.4%, 95.1%, and 93.8% across three clinical tasks under mathematically rigorous (ε=2.0, δ=10⁻⁵) differential 

privacy guarantees. Complete gradient inversion defence is confirmed by PSNR=8.2 dB reconstruction quality under state-

of-the-art inversion attack, and Krum Byzantine aggregation limits accuracy degradation to 0.3% under 20% malicious 

participant fraction. The framework is directly deployable under India's DPDPA 2023 framework as a technically auditable 

privacy-preserving mechanism for multi-institutional healthcare AI at NDHM scale, providing a practical pathway for 

developing national-level clinical AI models across India's heterogeneous public and private hospital ecosystem. 
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